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Welcome to ICANN61, in beautiful San Juan,
Puerto Rico. It’s no secret that Puerto Rico
suffered greatly as a result of Hurricane Maria,
yet the community is still working hard to
rebuild their world, and refortification can be
seen everywhere.
This issue of the ICANNWiki Quick Guide
includes an with interview Pablo Rodriguez
of NIC.PR, Primers on select topics, a special
feature from the Geneva Internet Platform and
much more!
2018 is a critical year for ICANNWiki—like
much of the community, we are facing cuts in
our funding. These cuts threaten our ability to
carry out our work and continue to operate. In
response to this, we are doing everything we
can to keep the organization alive. We have
benefited greatly from the time, energy and
resources that the community has dedicated to
ICANNWiki over the years and we will continue
to keep you updated on how you can help us
continue our work. We have been an integral
part of the community for over a decade and
we remain committed to bringing you the best
information within the ICANN community.
Jackie Treiber and Dustin Phillips
Co-Executive Directors, ICANNWiki
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ABOUT
ICANNWiki is a grassroots, community effort
to create and curate articles describing the
people, organizations, terms and topics
within the ICANN community. We actively
seek worldwide collaboration to increase
understanding of how policy is created
for the continued development of the
Internet, a tool which we all use everyday. In
particular we cover the Internet Corporation
for Assigned Names and Numbers (ICANN)
and related multistakeholder policy and
management bodies.
FIND U S O N L I N E

@ICANNWIKI

GET INVOLVED!

ICANNWIKI PRIMERS

Three times a year, ICANN’s Multistakeholder Community gathers for meetings in different regions of the world.
These meetings are free and open to all, including remote participants. With around thousands of participants,
hundreds of sessions and various stakeholder groups, navigating ICANN as a newcomer can be difficult, but our
ICANNWiki Primers are a helpful place to begin your ICANN journey.

LEAR N

FOLLOW

BE HEARD

Learn how ICANN is structured
and operates by taking a course
on ICANN Learn, researching
with ICANNWiki’s multilingual
encyclopedic resource, and
exploring the vast amount of
documents and information on
icann.org.

Follow the latest policy
discussions by subscribing to
some mailing lists or reading the
archives. Many of the lists are
publicly available, but some may
be restricted to members of the
Working Group.

Comment on policy proposals
through ICANN’s public
comment platform. Each
proposal is open for a minimum
of 40 days for community
comments. At ICANN Meetings,
you can also make comments
at the Public Forums.

GET INVOLVED WITH ONE OF ICANN’S STRUCTURES
ICANN’s Multistakeholder Community consists of seven structures, classified as Supporting Organizations (SO)
and Advisory Committees (AC). Each of the seven structures have different compositions and criteria to join.
Newcomers looking for a way to contribute to ICANN’s multi-stakeholder, bottom-up, consensus driven model
for policy development should start with the GNSO or ALAC.

SU P P ORT ING ORGANIZATIONS
GN S O

c c NS O

gnso.icann.org

ccnso.icann.org

The Generic Names Supporting
Organization (GNSO) is the main
policy-making body in ICANN.
It brings together various
stakeholder groups to develop and
recommend policies to the ICANN
Board concerning generic toplevel domains (gTLDs).

The Country Code Names
Supporting Organization (ccNSO)
is open to and comprised of
the managers responsible for
operating country-code top-level
domains (ccTLDs). It develops and
recommends policies relating to
ccTLDs.

ASO
aso.icann.org
The Address Supporting
Organization (ASO) represents
the Regional Internet Registries
(RIRs). It is tasked with reviewing
and developing Internet Protocol
address policy and advise the
Board accordingly. Membership is
only available to RIRs.

ADVIS O RY CO MMIT TE E S
A L AC

GAC

The At Large Advisory Committee (ALAC) functions as
the voice for the individual Internet user as it relates
to ICANN processes, policy and more and advises
the Board accordingly. It is formed of smaller groups
At-Large Structures that are part of Regional At-Large
Organizations. Learn more at atlarge.icann.org.

The Governmental Advisory Committee (GAC)
iscomprised of formally appointed governmental
representatives and is responsible for providing advice
to the Board relating to the concerns of governments,
including how ICANN policies interact with laws and
international agreements. Learn more at gac.icann.org.

SSAC

RSSAC

The Security and Stability Advisory Committee is
composed of technical experts from industry and
academia that advise the Board on the security
and integrity of the Internet’s naming and address
allocation systems. The SSAC is an invite-only
organization. Learn more at ssac.icann.org.

The Root Server System Advisory Committee is
made up of representatives from the organization
responsible for operating the 13 root name servers and
advises the Board on issues related to the operation,
administration, security, and integrity of the Internet’s
Root Server. Learn more at rssac.icann.org.
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PDP Review of All Rights ICANNWIKI PRIMERS
Protection Mechanisms in All gTLDs
Disputes and questions around the legal rights and legitimate ownership of domain names is nothing new.
In 1999, the Uniform Domain-Name Dispute-Resolution Policy (UDRP) was established to resolve disputes
relating to the registration of domain names. Ahead of the 2012 round of the New gTLD Program, additional
Rights Protection Mechanisms (RPMs) were developed and adopted to mitigate the risks and costs to
trademark rights holders. The PDP Review of RPMs in all gTLDs was spun out of the Final Issue Report on the
current state of the UDRP in 2011 and the subsequent Issue Report on the current state of all RPMs in 2016.

The PDP was initiated in February 2016 to review all RPMs in two phases:
PHASE 1: All RPMs applicable to New gTLDs (2012 Program)
Trademark PostDelegation Dispute
Resolution Procedures
(TM-PDDRPs)
Completed in late 2016

Trademark
Clearinghouse (TMCH)
Sunrise periods
Trademark Claims notification
service

Uniform Rapid
Suspension Dispute
Resolution Procedure
(URS)

PHASE 2: Uniform Domain Name Dispute Resolution Policy (UDRP)
The Working Group (WG) is currently in the midst of Phase One. It has already completed its review of the
TM-PDDRP and has carried out an initial review of structure and scope of TMCH, but is awaiting the results of
a survey to collect quantitative data and anecdotal evidence to better assess the services provided by TMCH.
With this survey ongoing, the WG is currently focused on organizing and refining the charter questions
related to URS and determining what, if any, data will need to be collected to address the questions.
Completion of Phase One is estimated for early 2019, at which point the WG will publish a Preliminary
Report. During this process timelines will continue to be coordinated with related efforts, including the New
gTLD Subsequent Procedures PDP and Competition, Consumer Choice, and Consumer Trust (CCT) Review.

ICANN61 SESSIONS
Rights Protection Mechanism (RPM)
GNSO RPM Review Working Group Meetings
Saturday, March 10		
Saturday, March 10		
Sunday, March 11		
Wednesday, March 14

15:15 – 16:45
17:00 – 18:30
17:00 – 18:30
8:30 – 10:15

Registration Directory Services (RDS)
GNSO RDS PDP Working Group Meetings
Saturday, March 10		
8:30 am – 12:00
Wednesday, March 14
15:15 – 16:30

General Data Protection Regulation
(GDPR)
Cross-Community Session: GDPR and WHOIS
Compliance Models
Monday, March 12		

GAC and GAC Public Safety Working Group
(PSWG) Discussion: GDPR & WHOIS
Tuesday, March 13, 9:30

9:30 - 10:15

GAC Discussion: GDPR & WHOIS Compliance
Models
Tuesday, March 13		
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10:30 – 12:00

10:30 – 11:00

The WHOISteria of GDPR
With May 25th and GDPR enforcement looming, an Interim compliance model is being developed by ICANN
to replace the current model until the outcome of the Next Generation gTLD RDS to Replace WHOIS PDP is
implemented. During this process, there have been several food metaphors invoked. It began with comparing
the potential Interim model to a hawaiian pizza, creating controversy around the validity of pineapple as a
pizza topping. Most recently, ICANN released its “Calzone Model” proposal on the 28th of February, seeking a
balance between competing elements included in the community-submitted models and the comments on
the ICANN-proposed models. However, at this point an egg-based metaphor could be more apt, because no
matter what’s included it’s going to be a scramble.

Under this proposed model, the collection, transfer and retention of full Thick WHOIS remains largely
unchanged. However, public access would be limited to registrant organization (if provided), state/province,
and country, in addition to “thin data,” or technical data related to the domain name itself. While registrant
email addresses would not be publicly available, it is being proposed that the anonymized email addresses or
web forms could replace the email address as a means for contacting the owner of a domain name. Access
to the full set of data would be available through a yet-to-determined accreditation process. These changes
apply to the collection and processing of the data of both natural and legal persons linked to the European
Economic Area (EEA) with the option of applying changes globally.
When an interim model of compliance goes into effect it will mark the first substantial change to the WHOIS
system since its inception in 1982. The community is hard at work developing a permanent solution, but until
then the interim model will reign, making the decision critical to the ICANN community.

ICANNWIKI PRIMERS

Next-Generation gTLD
Registration Directory Services
WHOIS launched in 1982 as a directory service for users transmitting data across the
ARPANET. It is currently used for registration data on all gTLDs, serving the needs of
domain name registrants, law enforcement agencies, intellectual property interests,
businesses, individual users, as well as some who misuse it for malicious purposes.
Despite this evolution, the WHOIS protocol has remained largely unchanged.
Comprehensive reform has been a long-running
source of debate with nearly 15 years of history,
dating back to the formation of the WHOIS
Privacy Steering Group in 2003. This effort by
the Steering Group, and later, the “Preliminary
Task Force on the Purpose of Whois and of the
Whois Contacts” were ultimately unsuccessful in
bringing forth new policy to reform WHOIS.
In 2009, when ICANN signed the Affirmation
of Commitments with the US Department of
Commerce, it committed to conduct a number
of high level reviews. As a result, the WHOIS
Policy Review Team was formed in 2010 and
released its final report in 2012, outlining a set
of recommendations to ensure that WHOIS
policy is effective, meets the legitimate needs
of law enforcement and promotes consumer
trust. Shortly after this final report, the SSAC
issued a response that stressed the importance
of “understanding the purpose of domain
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name registration data” before any meaningful,
comprehensive solution can be reached.
On 8 November 2012, the ICANN Board passed
a resolution for a board-initiated PDP and the
Expert Working Group on gTLD Registration
Directory Services (EWG) was launched to
consider the purpose of registration data and
how to safeguard it, and propose a new model
that addresses the issues of accuracy, privacy,
and access. The EWG released its final report in
2014, leading to the development of a Process
Framework for the PDP, which was adopted in
May 2015 by the ICANN Board, reaffirming its
request for a Board-initiated PDP. In November
2015, the GNSO Council approved the charter for
the Next-Generation gTLD Registration Directory
Services to Replace Whois Policy Development
Process Working Group (RDS PDP WG).

The RDS PDP is a 3-phase process:
PHASE 1:
Policy - Requirements
(Current Status)

PHASE 2:
Policy - Functional
Design

PHASE 3:
Implementation &
Coexistence Guide

In Phase 1, the WG seeks to reach consensus on providing recommendations to two questions:
1) What are the fundamental requirements for gTLD registration data and directory services?

FIVE FUNDAMENTAL CHARTER QUESTIONS
USERS & PURPOSES : Who should have access to gTLD registration data and why?
GATED ACCESS : What steps should be taken to control data access for each user/purpose?
REGISTRATION DATA ACCURACY : What steps should be taken to improve data accuracy?
PRIVACY : What steps are needed to protect privacy and data?
REGISTRATION DATA ELEMENTS : What data should be collected, stored, disclosed?
The WG is continuing its work on developing initial rough consensus on key concepts related to these
questions. As of February 2018, they had reached rough consensus 49 key concepts. Seven drafting
teams were formed to better understand and define each purpose of gTLD Registration Data, starting
with those outlined in the EWG Final Report. Thus far, 12 potentially legitimate purposes have been
drafted for deliberation of the WG as a whole.
Deliberations will continue around which purposes and data elements need to be supported by the
RDS and the requirements for collection of those data elements. Once there is consensus on this,
the WG will turn to the other fundamental charter questions. These deliberations will take input from
independent legal counsel and senior EU privacy experts.
The drafting of the first of two initial reports is planned to begin in the first half of 2018 and aims to
include responses to the first five Phase 1 questions.
2) Is a new policy framework and next-generation RDS needed to address these requirements?
The agreements on the fundamental requirements will be used to determine if a new RDS is needed or
if WHOIS meets the requirements. If a next-gen RDS is needed, the WG will recommend “cross-cutting
requirements” that it must address. If not, the WG will determine what changes, if any, need to be made
to the current WHOIS policy framework. Depending on the outcome of these deliberations, the PDP will
transition into Phase 2 to design policies to satisfy the requirements from Phase 1.
All deliberations and initial agreements have been guided by the following:

DRAFT REGISTRATION DATA AND DIRECTORY
SERVICE STATEMENT OF PURPOSES
1. A purpose of gTLD registration data is to provide info about the lifecycle of a domain name and
its resolution on the Internet.
2. A purpose of RDS is to facilitate dissemination of gTLD registration data of record, such as
domain names and their domain contacts and nameservers in accordance with applicable policy.
3. A purpose of RDS is to identify domain contacts and facilitate communication with domain
contacts associated with generic top-level domain names, [based on approved policy].
4. A purpose of gTLD registration data is to provide a record of domain name registrations.
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Connectivity and
Domain Names in the
Wake of Natural Disast
er
In February, we had a conversation with Pablo Rodriguez, Executive
Vice-President of NIC.PR, about his experience with Hurricane Maria and the
state of connectivity and domain names in the storm’s aftermath.
There are many concerns during and in the wake of a natural disasters
and other catastrophic events. With the potential for loss of life, homes and
livelihoods, the renewal of domain names is likely not the first priority for
those affected. In some cases, renewal might not even be possible due to the
failure to power grids, telecommunication infrastructure, or both, as was the
case in the Caribbean during the 2017 Atlantic hurricane season.

During our interview, Pablo Rodriguez told us that NIC.PR protected their customers’ assets by
renewing all of the domain names tied to registrant countries affected by Hurricane Irma or
Maria. This service was provided free of charge, with the request that customers paid their bills
when they were able to.
ICANN also took steps to protect registrants by approving Hurricane Maria and other similar
natural disasters as extenuating circumstances under the Registrar Accreditation Agreement
(RAA). By doing so, they gave registrars the flexibility to extend registration renewal periods for
any individuals in affected regions.
ICANN’s statement also stated, “The devastating impact of Hurricane Maria also highlights the
need for a broader policy to protect registrants when they are unable to renew their domains
as a result of natural disasters or other extraordinary circumstances. We encourage the
community to consider this topic during policy development discussions.”
There will inevitably be more situations in which regions are disconnected from the Internet
for extended periods of time, placing various digital assets in jeopardy and the community
should consider discussing practices or policies that can protect domain names in the event of
catastrophic events.

“NIC.PR was operational prior to, during,
and after the [hurricane]. We never went
down... obviously we are very proud of
that, but it took a lot from us to make sure
that those services were protected.”
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4
- Pablo Rodriguez, Executive Vice-President of NIC.PR

An Interview
with Pablo
Rodriguez
(The following content has been
edited for brevity and clarity.)

What were the impacts of Hurricane Maria
on Internet connectivity and Infrastructure in
Puerto Rico?
On September 20th, we were impacted by a category
5 hurricane that destroyed most of our electrical
grid, in addition to the telecommunication towers. At
least 80 percent or more of our telecommunication
towers were destroyed, rendering the island
in a blackout for days on end and without
communication for weeks. We had not seen an
event like this for at least 85 years. With the help of
the army corps and various telecommunications
companies, they began the reconstruction of the
cell towers’ telephone poles that would allow the
electrical grid to get reestablished. It has taken
a tremendous amount of effort and energy from
various groups, whether it local, federal, or at a
state level. To answer your question, the grid was
destroyed, telecommunications were destroyed, and
it has taken us a long time to reestablish all of that
system.
I would dare to say that 90 percent or more of
the metropolitan area is operational, but NIC.PR
continues to work very closely with the government
in making sure that we have cemented the websites
that the government is using to provide statistics,
such as status.pr, which is the official website that has
been providing statistics on our recuperation globally.

What is the situation outside of the
metropolitan area?
The center of the island, the mountains region, is
struggling the most in getting reestablished. The
metropolitan area, with a stronger infrastructure
and newer buildings, was able to resist the brunt of
the hurricane’s punishment. However, the outskirts
of the metropolitan area continue to suffer greatly,
either without water or electricity. The electrical grid
is being replaced in the majority of metropolitan
areas. There are some pockets within that area that
may not have services, but efforts are being made to
reestablish the services there.

“NIC.PR continues to work very
closely with the government in
making sure that we have cemented
the websites that the government
is using to provide statistics, such as
status.pr, which is the official website
that has been providing statistics
on our recuperation globally.”

What has NIC.PR been doing as things recover?
In 2011, Japan suffered an earthquake and a
tsunami, and their infrastructure suffered to a point
where they were unable to communicate with their
providers and renew their domain names. So, we
took advantage of that experience and we thought
of the same thing for us. What about our customers
on the island? Can they communicate with us? They
have no electricity, no power, and they are literally
concerned about protecting themselves.
Since domain names were most likely not first
[priority] on their list, we went ahead and did a
search in our databases for all of those domain
names whose country of origin was Puerto Rico,
and other countries that were in the Caribbean.
After this search, we went ahead and renewed all
of those domain names and began to contact them
and inform them that their domain names had been
protected, and that they didn’t have to pay extra
money for that. All they had to was pay their bill as
soon as they could, and, in the meantime, we would
protect their domain names. In fact, that initiative
has brought a lot of attention within the GNSO and
other constituencies within ICANN, and they are
now considering adopting this in the wake of natural
disasters.

Do you think there is potential to create new
policies or best practices within ICANN?
At ICANN61, we have scheduled a number of
opportunities to speak to different constituencies
about our process. For example, I have been invited
by the GAC to explain our experience to them.
Additionally, they want to hear more about our
initiative to protect domain names. ALAC has also
approached us to hear the same.
NIC.PR was operational prior to, during, and after the
event. We never went down. So, obviously we are
very proud of that, but it took a lot from us to make
sure that those services were protected.
What are other major companies going to do? Are

the major registrars aware that a portion of their users live
in those areas? When natural disasters do occur, what will
they do about it? Will they develop a protocol that leads to
better policy, that at a minimum asks [registrars] to look into
their databases to see if people from that particular area
are their customers? And what they will do to protect their
domain name real estate?
So, we learned a lesson with Japan in 2011 and little did we
know that the lesson was going to be what helped us and
our users to protect their own domain name real estate.

What did you do to keep your back-end services up
and running?
We had two colos (colocation centers); one of the colos
ran out of diesel within three days. The other colo remained
strong, and that kept us on top of our game. We were still
scared because they were not getting any fuel either, but they
had bigger reserves. The governor of Puerto Rico made it a
point that hospitals and telecommunications were a priority
and began sending fuel to hospitals and telecommunication
companies to maintain those services.
It was very scary. We had no idea how long we were going to
maintain our services. Thankfully, [the colo] was able to get
the fuel that was needed to provide us with the services that
we required.

Have you made any improvements to increase the
resiliency of NIC.PR since Hurricane Maria?
We are working on that. We are making sure that we are
putting our money into every single detail to ensure that we
have connectivity. Also, escrow services became very relevant,
right? Many people don’t talk about escrow services, but all
of a sudden, when a hurricane passes by and demolishes your
country, escrow services are instrumental. It immediately puts
things into perspective: do you have a risk management plan?
Do you have a disaster recovery plan? And for those
people that don’t have an answer to that, now they
know that this is very real. Sometimes people think
that to have a risk management plan, or a disaster
recovery plan, has to do with cyber attacks,
DDoS, etc, but at the end of the day, mother
nature can come and everything you knew
no longer exists. And it only takes a couple of
seconds. You need to be prepared for that.
We’ve done a lot to combat this. Our offices
right now are partially being used as storage.
We have water, Pampers, milk, and we have
groups of people that come pick them up and
take them to various areas. This process continues to be
important to us, but what we have done to protect the domain
name real estate is going to make a big difference.

While wrapping up our Interview,
ICANNWiki learned that the Puerto
Rican resiliency and sense of family
extends far beyond the Domain
Name System. These sentiments
are perfectly captured in Pablo’s
closing remarks, which recount
the storm and its aftermath:

“There’s nothing more Puerto
Rican than the coqui [frog]. We
love them. They sing all night
long. Thousands of them. Every
night, we have an orchestra...
After the hurricane, we heard
nothing… silence. Wildlife’s
habitat had been destroyed.
They didn’t know what to do.
So we had to protect our wildlife.
We had to protect our birds.
We had to protect our bees.
We had to protect our coqui.
We cannot lose them.
They’re a part of us;
they’re family.
There is a Puerto
Rican song that says:
‘Ay que fuera de mí sin ti?
Que fueran de mis noches
si no canta el coquí’ – or,
‘What would I be without you?
What would my nights be
without the sound of the
coquí?’”
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